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Client Level Recommendations

1.0 Recommended Settings

Internet Explorer Settings that need to be set in all the local clients for smooth working of
Ramco Application

1.1 Add the Ramco application URL to Trusted Sites Zone

% Open Internet Explorer

% Go to Tools -> Internet Options -> Security Tab.

Internet Opticns |M

General | Security |Privacy I Content I Connections I Programs I Advancedl

Select a zone to view or change security settings.,

@ & v O

Internet Local intranet Restricted
sites

i
jtes
' f This zone contains websites that you = I

W‘ trust not to damage your computer or
your files,
‘fou have websites in this zone,

Security level for this zone

Custom
Custom settings.
- To change the settings, dick Custom level,
-To use the recommended settings, dick Default level,

[|Enable Protected Mode {requires restarting Internet Explorer)

l Custom level... ” Default level ]

l Reset all zones to default level ]

[ ok || caneel Apply

% Click on Trusted Sites and click on the Sites button
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% Type the URL “https://login.ramcoerp.com”, “https://new.ramcoerp.com” and
“https://rode.ramcoerp.com” to be added in the “Add this Web site to the zone” edit
control and click on the Add button.

[ Trusted sites ' " ﬁﬂ

You can add and remove websites from this zone, All websites in
W this zone will use the zone's security settings.

Add this website to the zone:
Add
WWebsites:
https: f{demo.ramcoerp. com - Remove

https: /login.ramcoerp. com
https: /fnew.ramcoerp. com |
https: ffreport1.ramcoerp. com

[ S I P r Ly e

[T] Require server verification (https:) for all sites in this zone

B

% Click on the OK button. (This takes the user back to the “Internet Options” dialog.)

1.2 Custom Level Security Settings to be made.

% Open Internet Explorer.
% Go to Tools -> Internet Options -> Security Tab
% Click on the button “"Custom Level” in the “Security Level for this Zone” frame.
% Security Settings window will open.
% Go down to the following sections and set the following options
% ActiveX Controls and Plug-ins
% Scripting

s User Authentication.
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% ActiveX Controls and Plug-ins

|#]| ActiveX controls and plug-ins

L]

L]

L]

L]

L]

[«

[«

[«

Allow ActiveX Filtering

() Disable

@ Enable

Allow previously unused ActiveX controls to run without prom
() Disable

@ Enable

Allow Scriptlets

() Disable

@ Enable

(7) Prompt

Automatic prompting for ActiveX controls

(7) Disable

@ Enable

Binary and script behaviors

() Administrator approved

(7 Disable

@ Enable

Display video and animation on a webpage that does not use
(7 Disable

@ Enable

Download signed ActiveX contraols

(7 Disable

@ Enable

() Prompt

Download unsigned ActiveX, controls

() Disable

@ Enable

() Prompt

Initialize and script ActiveX controls not marked as safe for s
(7) Disable

@ Enable

() Prompt

Only allow approved domains to use ActiveX without prompt
(7) Disable

@ Enable

Run ActiveX controls and plug-ins

(7) Administrator approved

(7 Disable

@ Enable

() Prompt

Script ActiveX controls marked safe for scripting™
() Disable

@ Enable
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Scripting
| Active scripting
() Disable
@ Enable
() Prompt
'.E-._"I Allow Programmatic dipboard access

() Disable
(7) Prompt

'_E._“'. Alloww status bar updates via script
(7) Disable

@ Enable
=] Scripting of Java applets
() Disable
@ Enable
(™) Prompt

User Authentication.

82, User Authentication

E& Logon
(7 Anonymous logon
@ Automatic logon only in Intranet zone
() Automatic logon with current user name and password

() Prompt for user name and password
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1.3 Recommended settings in Internet Explorer at the Client,

which runs Ramco Application Runtime.

% Go to Internet Explorer

% Click on Tools-> Internet Option-> General->

% Click on Settings button in Temporary Internet files, choose "Automatically
Check for Newer version of Stored pages

rr

under

Temporary Internet Files and History Settings Iﬁ

Temporary Internet Files

Internet Explorer stores copies of webpages, images, and media
for faster viewing later.

Chedk for newer versions of stored pages:
("1 Every time I visit the webpage
: ; ghart Internet Explorer

@ Automatically

Disk space to use (8-1024ME) 239 k2
(Recommended: 50-250ME)

Current location:

C:\Users\DAYAMNA ~1\AppDataiLocaliTempTemporary Internet
Files',

[ Move folder. ., ][ View objects ][ Yiew files

History

Spedfy how many days Internet Explorer should save the list
of websites you have visited.

Days to keep pages in history: 20 =

1.4 Clearing Cookies and Temporary Internet Files.

% Go to Internet Explorer
% Click on Tools-> Internet Option-> Delete ->
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Internet Options

General |Security || Privacy | Conkent | Connections || Programs || Advanced |

Home page -
l/? To create home page tabs, type each address on its own line,
- o

[ Use current ][ Use default H_ Use blank ]

Browsing history

s ’I_ ) Delete tempoarary files, history, cookies, saved passwords,
¥ and web Form information,

[#] Celete brovesing histary on exit

| Delete... | [

?ttings ]
Search — =

p Change search defaults, Settings

Tabs - -
— Zhange how webpages are displayed in Settings
| tabs,
Appearance —
[ Colors ][ Languages ][ Fonts ][ Accessibility ]

[ a4 ] [ Cancel ] [ Apply ]
Delete Browsing History M

["] Preserve Favorites website data
Keep cookies and temporary Internet files that enable your favorite
websites to retain preferences and display faster,

Temporary Internet files
Copies of webpages, images, and media that are saved for faster
viewing.

Cookies
Files stored on your computer by websites to save preferences
such as login information.

History
List of websites you have visited.

Download History
List of files you have downloaded.

Form data
Saved information that you have typed into forms.

Passwords
Saved passwords that are automatically filled in when you sign in
to @ website you've previously visited.

ActiveX Filtering and Tracking Protection data
A list of websites exduded from filtering, and data used by Tracking
Protection to detect where websites might be automatically sharing
details about your visit.

About deleting browsing history Delete ] [ Cancel ]
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% Select all Check boxes including Preserve Favorites website data and Temporary

Internet files, Cookies, History, Form Data, Passwords and InPrivate Filtering data.
Select “"Delete” button to delete all temporary files.

o

a separate folder when you click the View files button.

(2] = ]

% Delete all the Temp Files available in the Temporary Internet Files which loads in

Internet Options

General |Security I Privacy I Content I Connections | Programs | Advanced‘

I .

Home page

>

To create home page tabs, type each address on its own line.

| T S

Temporary Internet Files and History Settings

Temporary Internet Files

for faster viewing later.

Internet Explorer stores copies of webpages, images, and media

i http://ramcovm183/ramco6492 -
h Chedk for newer versions of stored pages:
(") Every time I visit the webpage
[ Use current ] [ Use default ” Use blank () Every time I start Internet Explorer
@ )
Browsing history : :' FUETETEY,
() N
i 1 Delete temporary files, history, cookies, saved passwords, S K Change
v _,-I and web form information. Disk space to use (8-1024MEB) |
(Recommended: 50-250MB) =
Delete browsing history on exit
: Current location:
Elekons ” Sellings ] C:\Users\dayanandh\AppData'Local Microsoft\Windows
Search Temporary Internet Files),
p Change search defaults. Settings
[ Move folder... ] [ View objects ] [ View files ]
Tabs
— (=] © i
Pr— - -
Mt b . = AppData » Local » Microsoft » Windows » Temporary Internet Files ¥ |+ Search Temporary Internet Files }3'
e il porary + :
Organize « B~ O @
| A
3 Favorites P ] 7id=98b78b798bfa404489dIbeabdc E|
Bl Desktop = 91a4d3flang=en-US&brand=tec... m AetaultMen & detanthEny
& Downloads
n
] Recent Places Bl accaumiena i inf 030c41d9079671 d09ab2dBe2c1 dbbd
- N
R Libraries e 81fa5011609368de2721 c06850bd5ees
|4 Documents ’\@ 0d0542f5f45cf9fc7273abdl1cf5clee _._6?‘ 63e03f8776b23ff4 22012335523 c2ea 3 % g
! Music 3 ) = S
' 857 items |
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2.0 Other Recommendations

% Remove Yahoo Toolbar, Google toolbar if installed.

7

% Turn off popup blocker for the Trusted Sites security zone on which the site is being
launched.

(7) Disable
@ Enable

|| Submit non-encrypted form data
() Disable

Disable
(] Enable
|| Use Smartscreen Filter

() Disable

@ Enable
] Liserdam persistence
() Disable

|§|
|_| Use Pop-up Blocker
|§|
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